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Remarks 

Claims 1-22 are pending. 

Claim Rejections - 35 USC § 102 

1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claims 1, 3, 4, 8, 9, 21, and 22 are rejected under 35 U.S.C. 102(b) as being 
unpatentable over Renner et al. (U.S. 5,679,945). 

Regarding Claim 1, 

An access control security system comprising: 

A plurality of access control groups (Column 10, lines 26-30), each 

access control group interconnected to the control panel on an 

independent multi-wire data bus (Column 6, lines 11-16), each access 

control group comprising: 

An access interface unit comprising (Column 2, lines 32-40): 
Data output means for transmitting data onto the data bus to the 

control panel (Column 6, lines 37-48), 

Data input means for receiving data via the data bus from the 

control panel (Column 6, lines 48-52), 
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Processing means (Column 4, lines 33-37), interoperating with the 
data output means and the data input means, for operating data transfers 
over the data bus, the processing means adapted to generate a data 
message for transmission onto the data bus via the data output means 
(Column 6, lines 34-43), the data message comprising a Wiegand 
message field in accordance with the Wiegand protocol and an extended 
data field (Fig. 5 and Column 10, lines 36-40). In Fig. 5 of Renner et a!., 
the Wiegand-based security system sends a message C to either ICR1 or 
ICR2; in order to send this message, it must have obtained the address of 
the ICR from the message the ICR sent to the system. 

Regarding Claim 3, 

The system of claim 1 wherein the access interface unit further 
comprises user ID reading means for reading an ID device (Column 4, 
lines 32-33). 

Regarding Claim 4, 

The system of claim 3 wherein the ID reading means is configured 
to read an access control card (Column 4, lines 40-43). 

Regarding Claim 8, 

The system of claim 3 wherein the processing means interoperates 
with the ID reading means, and wherein the extended data field further 
comprises an information field indicative of a property of an ID read by the 
ID reading means (Fig. 5 and Column 10, lines 36-40). 
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Regarding Claim 9, 

The system of claim 1 wherein at least one access control group 
comprises a plurality of access interface units, and wherein the extended 
data field comprises address information uniquely identifying each access 
interface unit in an access control group (Fig. 5 and Column 10, lines 36- 
40). 

Regarding Claim 21, 

The system of claim 1 wherein data transfers are made to the 
control panel using the electrical and information content of the Wiegand 
protocol via the Data "0" (WO) and Data "1" (W1) output signals (Column 
6, lines 34-52). 

Regarding Claim 22, 

The system of claim 1 wherein data transfers are made by the 
control panel using the electrical characteristics of the Wiegand protocol 
via the LEDCTL (C)input signal as a serial protocol (Column 6, lines 34- 
52). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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3. Claims 2, 15, 16, and 18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Renner et al. (U.S. 5,679,945) in view of Vos (U.S. 4,849,927). 
Regarding Claim 2, 

Renner et al. fail to disclose that the extended data field comprises 
a status information field indicative of a status condition of the access 
. interface unit. 

Vos, however, discloses this fact that the extended data field 
contains status information about the access interface unit (Column 3, 
lines 42-65). This new system would be the system of Renner et al. with 
the wire meshes of Vos on the inside of the exterior panels of the access 
interface unit. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to use such a scheme for obtaining external 
status data in order to make the system more secure. One of ordinary 
skill in the art would have been motivated to do so in order to protect the 
access interface unit against unauthorized tampering. 
Regarding Claim 15, 

Renner et al. fail to disclose that the access interface unit 
comprises external status input means for accepting external status data 
from an external device coupled thereto, and that the status information 
field of the extended data field comprises the external status data. 
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Vos, however, discloses this means for obtaining external status 
data (Column 3, lines 42-65). This new system would be the system of 
Renner et al. with the wire meshes of Vos on the inside of the exterior 
panels of the access interface unit. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to use such a scheme for obtaining external 
status data in order to make the system more secure. One of ordinary 
skill in the art would have been motivated to do so in order to protect the 
access interface unit against unauthorized tampering. 
Regarding Claim 16, 

Renner et al. fail to disclose that the external device is adapted to 
measure temperature and that the external status data comprises the 
measured temperature. 

Vos, however, discloses this adaptation for detecting temperature 
(Column 4, lines 40-56). This new system would be the system of Renner 
et al. with the addition of the temperature detector of Vos inside the 
access interface unit. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to use such a scheme to obtain temperature 
data in order to make the system more secure. One of ordinary skill in the 
art would have been motivated to do so in order to prevent attempts at 
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freezing the hardware within the access interface unit in an effort to make 
the system malfunction. 
Regarding Claim 18, 

Renner et al. fail to disclose that the external device is adapted to 
detect physical tampering with the access interface unit and that the 
external status data comprises a tamper indication. 

Vos, however, discloses this adaptation for detecting physical 
tampering (Column 3, lines 42-65). This new system would be the system 
of Renner et al. with the wire meshes of Vos on the inside of the exterior 
panels of the access interface unit. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to use such a scheme for obtaining physical 
tampering data in order to make the system more secure. One of ordinary 
skill in the art would have been motivated to do so in order to protect the 
access interface unit against unauthorized tampering. 



4. Claims 5 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Renner et al. (U.S. 5,679,945) in view of Sanderson (U.S. 5,467,082). 
Regarding Claim 5, 

Renner et al. fail to disclose the fact that the ID reading means is 
configured to read a data transponder. 
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Sanderson, however, discloses the use of ID reading means 
configured to read a data transponder (Column 1, lines 24-31). This new 
system would be the system of Renner et al. with the access control 
interface reading a transponder, such as in Sanderson's system. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to configure the ID reading means of Renner 
et al. to read the data transponder of Sanderson so as to allow easier 
access to the user. One of ordinary skill in the art would have been 
motivated to do so in order to allow identification without the necessity of 
physical contact between the access control interface and the 
transponder. 
Regarding Claim 6, 

Renner et al. fail to disclose the fact that the ID reading means is 
configured to read a data-carrying key fob. 

Sanderson, however, discloses the use of ID reading means 
configured to read a data-carrying key fob (Column 4, lines 22-27). This 
new system would be the system of Renner et al. with the access control 
interface reading a data-carrying key fob, such as in Sanderson's system. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to configure the ID reading means of Renner 
et al. to read the data-carrying key fob of Sanderson so as to allow easier 
access to the user. One of ordinary skill in the art would have been 
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motivated to do so in order to allow identification without the necessity of 
physical contact between the access control interface and the data- 
carrying key fob (Column 1, lines 24-31). 

5. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Renner et 
al. (U.S. 5,679,945) in view of Scott et al. (U.S. 6,272,562). 

Renner et al. fail to disclose the fact that the ID reading means is 
configured to read biometric data from a user. 

Scott et al., however, disclose this fact that the ID reading means is 
configured to read biometric data from a user (Fig. 1 and Column 3, lines 32-36). 
This would form the system of Renner et al. with a fingerprint reader (such as 
108 in Scott et al.'s Fig. 1) within it. 

It would have been obvious to a person of ordinary skill in the art at the 
time of applicant's invention to use a fingerprint scanner in Renner et al.'s system 
so as to authenticate users biometrically. One of ordinary skill in the art would 
have been motivated to use a fingerprint scanner in Renner et al.'s system in 
order to limit access to selected individuals using fingerprint biometrics, which 
are largely regarded as an accurate method of biometric identification and 
verification (Column 1, lines 9-20). 

6. Claims 10 and 1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Renner et al. (U.S. 5,679,945) in view of Wobber et al. (U.S. 5,235,642). 
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Regarding Claim 10, 

Renner et al. fail to disclose the fact that the processing means is 
further adapted to utilize an error detection algorithm as a function of data 
contained within the extended data field. 

Wobber et al., however, disclose the use of an error detection 
algorithm (Column 4, lines 55-65). This new system would be the system 
of Renner et al. applying the error detection algorithm from Wobber et al. 
to the message before sending it to the control panel. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to add the error detection scheme of Wobber 
et al. to the access security system of Renner et al. to make the system 
secure from tampering. One of ordinary skill in the art would have been 
motivated to do so to detect corrupted packets and to detect messages 
that may have been tampered with in an attempt to break the system's 
security provisions. 
Regarding Claim 11, 

Renner et al. fail to disclose the fact that the error detection 
algorithm is a cyclic redundancy check (CRC), and wherein the extended 
data field is appended with the CRC. 

Wobber et al., however, disclose the use of CRC as the error 
detection algorithm (Column 4, lines 55-65). This new system would be 
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the system of Renner et al. applying the CRC error detection from Wobber 
et al. to the message before sending it to the control panel. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to add the error detection scheme of Wobber 
et al. to the access security system of Renner et al. to make the system 
secure from tampering. One of ordinary skill in the art would have been 
motivated to do so to detect corrupted packets and to detect messages 
that may have been tampered with in an attempt to break the system's 
security provisions. 

7. Claims 12-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Renner et al. (U.S. 5,679,945) in view of Vos (U.S. 4,849,927) and in further view of 
Puchek et al. (U.S. 6,496,595). 
Regarding Claim 12, 

The system of Renner et al. and Vos fails to disclose that the 
access interface unit further comprises user input means for accepting 
user input functions, and wherein the status condition of the access 
interface unit indicates a function input by a user via the user input means. 

Puchek et al., however, disclose this method of providing user input 
means and using the status condition of the access interface unit to 
indicate a function input by a user via those means (Column 10, lines 28- 
36). This new system would be the system of Renner et al. and Vos with 
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the button from Puchek et al. on the front that the user can press when 
needed. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to provide user input means and using the 
status condition of the access interface unit to indicate a function input by 
a user via those means in order to provide for a way of communication for 
the unauthorized person to communicate that they need attention. One of 
ordinary skill in the art would have been motivated to do so in order to 
communicate with security personnel or other appropriate personnel, such 
as a receptionist (Column 10, lines 28-36). 
Regarding Claim 13, 

The system of Renner et al. and Vos fail to disclose that the input 
means comprises at least one pushbutton. 

Puchek et al., however, disclose this addition of a pushbutton to the 
access control interface (Column 10, lines 28-36). This new system would 
be the system of Renner et al. and Vos with the pushbutton from Puchek 
et al. added to the access control interface. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to add a pushbutton to the access control 
interface in order to provide for a way of communication for the 
unauthorized person to communicate that they need attention. One of 
ordinary skill in the art would have been motivated to do so in order to 
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communicate with security personnel or other appropriate personnel, such 
as a receptionist (Column 10, lines 28-36). 
Regarding Claim 14, 

The system of Renner et al. and Vos fails to disclose that the 
function of the pushbutton is a door bell function. 

Puchek et al., however, disclose the fact that the function of the 
pushbutton is a door bell function (Column 10, lines 28-36). This new 
system would be the system of Renner et al. and Vos with the pushbutton 
being used as a door bell, as in Puchek et al., added to the access control 
interface. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to use this pushbutton as a door bell in order 
to provide for a way of communication for the unauthorized person to 
communicate that they need attention. One of ordinary skill in the art 
would have been motivated to do so in order to communicate with security 
personnel or other appropriate personnel, such as a receptionist (Column 
10, lines 28-36). 

8. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Renner 
et al. (U.S. 5,679,945) in view of Green (U.S. 5,954,583). 
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The system of Renner et al. and Vos fails to disclose that the external 
device is adapted to detect a change in light incident and that the external status 
data comprises data indicative of a change in light. 

Green, however, discloses a method of detecting the lighting conditions 
(Column 7, lines 38-57). This new system would be the system of Renner et al. 
and Vos with a light detector, lighting method, and camera. 

It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to add a light detector to the system of Renner et al. and 
Vos in order to provide more security. One of ordinary skill in the art would have 
been motivated to do so in order to ensure that the person was actually standing 
there, as opposed to a picture being held up to the camera. 

9. Claim 19 is rejected under 35 U.S.C. 103(a) as being unpatentable over Renner 
et al. (U.S. 5,679,945) in view of Vos (U.S. 4,849,927) and in further view of Rakoff 
(U.S. 5,886,894). 

The system of Renner et al. and Vos fails to disclose that the processing 
means is further adapted to generate supervision data on a periodic basis and 
that the status information field comprises the supervision data. 

Rakoff, however, discloses this adaptation for generating supervision data 
(Column 6, lines 8-16). This new system would be the system of Renner et al. 
and Vos generating and sending supervision data to the control panel on a 
periodic basis, as in Rakoff. 
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It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to adapt the system for the sending of periodic supervision 
data in order to check for tampering periodically. One of ordinary skill in the art 
would have been motivated to do so in order to retrieve any information about 
tampering and security breaches every second. 
10. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Renner 
et al. (U.S. 5,679,945) in view of Vos (U.S. 4,849,927) and in further view of Beigel etaL 
(U.S. 6,249,212). 

The system of Renner et al. and Vos fails to disclose that the processing 
means is adapted to detect a malfunction of the access interface unit and that the 
status information field comprises data indicative of a malfunction. 

Beigel et al., however, disclose this detection of a malfunction in the 
access interface unit (Column 13, lines 42-45). This new system would be the 
system of Renner et al. and Vos with the malfunction detection and 
communication of Beigel et al. 

It would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to adapt the system to detect and communicate 
malfunctions with the access interface unit in order to alert the control panel that 
there has been a malfunction. One of ordinary skill in the art would have been 
motivated to do so in order to view any malfunctions with the access interface 
units from the control panel, so that they can be fixed. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeffrey D. Popham whose telephone number is (571)- 
272-7215. The examiner can normally be reached on M-F 8-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571)-272-3868. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




